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This paper presents a new approach to recognizing synthesized images using transfer learning,
specifically the VGG16 model. With the growing prevalence of Al-generated content on social
media and the increasing use of synthesized images for fraudulent purposes, the ability to
accurately distinguish between real and synthesized images is of utmost importance. The study
addresses the limitations of existing image recognition technologies, which often have difficul-
ty when working with high-quality images created by Al. The proposed method uses a custom-
made dataset of more than 200 000 images, balanced between Al-generated and real images of
several classes, to train the model. By fine-tuning the VGG16 model and unfreezing all layers,
this approach achieves great accuracy. Experimental results show that the model achieves an
overall accuracy of 97%, compared to 93% accuracy of baseline model, indicating its effecti-
veness in distinguishing between real and synthesized images. However, shortcomings such as
slight overfitting are noted, and suggestions for future improvement include regularization tech-
niques and exploring more advanced architectures and techniques. This research highlights the
potential of transfer learning in developing robust solutions for synthesized image recognition.

Keywords: deep learning, image classification, fraud detection, synthesized image recognition,
transfer learning, VGG16, Al-generated content.

PO3II3HABAHHSA CUHTE30BAHHUX 306PAKEHD 3A 1OIIOMOI'O1O
MOJIUPIKOBAHOI MOJIEJI 3rOPTKOBOI HEMPOMEPEXI VGG16

J. B. Mareii 1, 1. B. Ipacenko -2
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Hauionansnuii yHiBepcurer “JIbBiBchbKa nogiTexnika”,
? Di3nKko-MexaHivaHuil iHcruryT im. I'. B. Kapnenka HAH Ykpainu, JIbBiB

3anporoHOBaHO HOBHUH MiJIXiZ 70 PO3IMi3HABAaHHS CHHTE30BAaHUX 300pakeHb 3a JIOMOMOTIOIO
TpaHc(hepHOro HaB4yaHHs, 30kpema, mojeni VGG16 3 rimbokoro apXiTeKTyporo, sika 100pe
3apeKoMeHyBaia cebe B 3a1a4yax kiacudikaiii 300pakeHb. 3 MOMIMPEHHSIM KOHTEHTY, CTBO-
PEHOTO WITYYHUM IHTEJNIEKTOM Yy COILIalIbHHX Mepexkax, BUHHKae rmorpeda y BIOCKOHAICHHX
MeToziax posmisHaBaHHs. CHHTE30BaHi 300pakeHHS BUKOPHCTOBYIOTH HE JIMIIE JUISL TBOPYHMX
a00 po3BaKAIBHUX IJIEH, ajie HEePiKO BOHU CTAIOTh IHCTPYMEHTOM ISl IaxpaicTBa Ta MOIIH-
penHs ne3iHdopmartii. Lle cTBoproe cepiio3Hi BUKIUKH IJIST TEXHOJOT1H O€3MeKH Ta KOHTPOIIO
iHpOopMaIlii. 3BepHEHO yBary Ha OOMEKEHHS ICHYIOUMX TEXHOJIOTIH po3Mi3HaBaHHs 300paXKeHb,
SIKI 4aCTO CTHKAIOTHCS 3 TPYJHOLIAMH IIiJ] 9ac POOOTH 3 BUCOKOSIKICHUMU CHHTE30BaHHMH 30-
OpakenHssMu. Cy4acHi reHepaTHBHI MOJIeN, 30KpeMa reHepaTHBHI 3MarajibHi Mepexi Ta mepe-
TBOPIOBaYi, 3/]aTHI CTBOPIOBATH HAJ3BMYANHO peayiCTHYHI 300paKeHHs, Yepe3 110 PO3IMi3HaTH
X BiJ peaJbHUX CKJaqHO. barato TpaauiiiHux Moaesnei kiacudikaiii He BpaXOBYIOTh CIICIH-
¢iKy cHHTE30BaHUX 300pa)KeHb, 0 OOMEXye IXHIO €(EKTHBHICTH. 3aNMpONOHOBAHUHI METOX
BHKOPHUCTOBYE CTELIAILHO CTBOPEHHH Hadip MaHWX, sikuil oxorutoe moHan 200 000 peanpHIX
300paXkeHb Ta 300paKeHb, CHHTE30BAHHUX LITYYHHM IHTEJICKTOM TAKUX MOLIMPEHUX KIACiB, SIK
TBapHHU, TPAHCIIOPTHI 3acO0M, POCIUHH, JIFOAW, OyxAiBii Tomo. Lle mae MOXKIHMBICTH MoOJeNi
HaBYATHCS HAa PI3HOMAHITHHUX JaHHUX Ta YHUKATH AucOanaHcy. BaIMBUM acrieKToM IbOTO ij-
XOJly € 3aCTOCYBaHHS TpaHC(HEPHOTo HABUAHHS, SIKE YMOXKIMBIIIOE BUKOPUCTAHHS 3a3/ajeriab
HATPEHOBAHUX MoJesieil 1y po3B’si3aHHA HOBUX 3a1ad. HamamrysaBmu mozmens VGG16 Ta
PO30JI0KyBaBIIK BCi i [IApH, MOXKHA JOCSITH BHCOKHX TOYHOCTI (97%) Ta MpOSyKTHBHOCTI.
[le MOMITHO TIEpEBHIIYE MOKa3HUKN 0a30BOT MOJIeNi, TOUHICTh sikoT ~ 93%. OHa 3 OCHOBHHX
npoOseM — He3HaYHe MepeHaBYaHHs MOJIENi Ha HaBYaIbHOMY HaOOpi JaHMX, [0 MOYXKE CBIIYUTH
po 1moTpedy B JOJATKOBUX METOAaX peryisipu3arii. ¥ moJaabinx A0CHi/UKSHHSX TOLIIBHO
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BHBUUTH CKIAIHIII apXiTEKTypH IIMOOKOrO HaBYaHHS a00 BHKOPHCTOBYBAaTH aHCaMOJieBe
HaBUAHHSA IS TOJINIIEHHS Pe3y/IbTaTiB. BUKOHaHE HOCIHIIKEHHS MiAKPECIIOe 3HAYHUI MOTCH-
IiaJl TeXHOJIOTIH TpaHcdepHOro HaBYAHHS y pO3poOLi HAIIMHUX PIllleHb JUIs 3a7adi po3Ii3Ha-
BAHHS CHHTE30BaHUX 300paKeHb.

Kawuosi ciioBa: enuboxe nasuanms, kiacugikayis 300pasicenv, SUAGNIEHHS WAXpaicmed, po3-
NI3HABAHHS CUHME308AHUX 300padicenb, mpancgepre Hasuanns, mooeiv VGGL6, cunmesosa-
HUTL WMYYHUM THMECKIMOM KOHIMEHN.

Introduction. With the growing influence of social media and increasing use of
synthesized images for deception and fraud, there is a need to develop an effective
synthesized image recognition system. Social media has become a platform for the
dissemination of synthesized images used for fraud, disinformation and other negative
practices. The lack of reliable mechanisms for recognizing synthesized images jeopar-
dizes the security and reliability of information in the online environment.

The problem of recognizing synthesized images is an urgent scientific issue. Exis-
ting technologies for recognizing fake images have certain limitations which affect
their effectiveness. For example, machine learning algorithms often have difficulty in
recognizing high-quality synthesized images created using technologies based on gene-
rative adversarial networks. Existing solutions are often not easily accessible to the
common user due to their complexity and high cost. Due to the rapid development of
Al, simpler and more affordable solutions quickly become obsolete.

Existing solutions. Reviewing current state of the problem of recognition of syn-
thesized images, first we will consider the known methods of image synthesis [1], then
go over the most prominent solutions that combat the threat.

Generative adversarial networks are one of the most widely used image generation
techniques [2]. This architecture includes a generator and a discriminator that compete:
the generator tries to create realistic images, while the discriminator determines
whether an image is real or synthesized.

Variational autoencoders are another popular image generation technique [3].
They are based on the concept of the variational Bayesian approach and learn to model
a distribution in a vector space.

Deep neural networks, in particular convolutional neural networks, are often used
for image generation [4]. These networks can learn hierarchical features and relation-
ships. Transformer-based models, such as GPT (Generative Pre-trained Transformer),
have become popular for text and image generation [5]. They utilize attention mecha-
nisms to process context efficiently.

Stylization using neural style transfer is a technique that uses neural networks to
transfer the artistic style of one image to another [6]. It allows creation of unique and
artistically designed images by changing their characteristics under the influence of a
known artistic style.

Deep neural networks are one of the best choices for synthesized image recogni-
tion [7]. Models can be trained based on various characteristics such as texture
features, object structure, and pixel statistics. Another approach is artifact analysis [8].
It consists of recognizing artifacts and anomalies in pixel distribution which are speci-
fic for certain synthesis methods.

File metadata may indicate image processing or synthesis [9]. This approach is to
check information about the device on which the image was captured, as well as other
parameters. Analyzing anomalies in the frequency space and recognizing unusual cha-
racteristics in the frequency properties of an image can help in spotting synthesis [10].

Detection of inconsistencies in the interaction of objects by analyzing the context
of an image and the relative position of objects can identify mismatch in the context of
the scene [11]. Use of pre-trained models to recognize synthesized images is another
option [12].
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Use of pre-trained VGG16 model. Convolutional neural networks are the main
tool for image analysis in modern machine learning [13]. They consist of convolutio-
nal, subsampling, and fully connected layers which allow for automatic feature extrac-
tion at different levels of abstraction. Main advantages of convolutional neural net-
works are the ability to automatically learn to extract important features from images
and recognize objects regardless of their size, position, or orientation.

Transfer learning is one of the key methods in modern machine learning that
allows us to adapt already trained models for new tasks [14]. It significantly increases
the efficiency and productivity of model development. Pre-trained models have already
undergone lengthy and computationally expensive training on large datasets. Using
these models as a basis, we can quickly adapt them to our specific tasks without having
to train from square one. The amount of data required is also smaller.

For us, transfer learning is the optimal choice due to the efficient use of limited
time and computing resources, and higher accuracy compared to solutions built from zero.

The VGG16, developed by researchers at the University of Oxford, is one of the
most popular models for image classification [15]. It has 16 feedback layers, including
13 convolutional layers and 3 fully connected layers.

The VGG16 model was chosen in favour of its simple architecture, which provi-
des high accuracy. It is easy to modify and customize and is well suited for the task at
hand. This model is widely used in academic and industrial research, ensuring decent
documentation and support.

Custom model for synthesized image recognition. To train this model, we
decided to create a custom dataset that would include a wide range of images. A total
of 200428 images were collected. Half of them were sampled from the DiffusionDB
dataset from Kaggle [16]. The second half, real images, were collected from Open
Images [17]. These real-world images were carefully selected to be of 10 different
classes: animals, vehicles, plants, people, buildings, clothing, food, tools, furniture, and
sports equipment.

Images were preprocessed by resizing them to 224 by 224 pixels and normalizing
RGB values.

This approach to building the dataset was chosen to ensure that the model could
generalize well and work with new, unfamiliar data in real-world conditions.

A prototype neural network was built based on a pre-trained VGG16 model.

First, we discarded the top classification layers. We unfroze the weights of all
layers of VGG16. This way we will improve the speed and accuracy of training, by
using the initial weight values, reducing the number of additional layers we would need
to add.

Among these, 13 layers are convolutional [18]. The main operation in these layers
is convolution, which is defined as follows [19]:

(f-9))= [ f(1)-gt-7)dz. 1)
For digital images, this translates into a discrete convolution [19]:
kK k
(f-0)i, D=2 2 f(m mg@-m, j-n), )
m=—k n=—k

where f is the input image, g is the filter (convolution kernel), and (i, j) are the pixel
coordinates.

Remaining layers are max pooling layers [18]. These layers reduce the size of
spatial features while preserving important information [19]:
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P(i, ) =max{xy o : (M, ) € R, )}, ©)

where R(i, j) is the input region corresponding to the output pixel (i, j).

After the base model, we added 4 custom layers [18]. Flatten layer converts the
multidimensional output of the base model into a one-dimensional vector. Then a fully
connected dense layer with 16 neurons and ReLU activation adds nonlinearity. This
can be described as follows [19]:

yi::G{:£5VWij +—biJ, (4)
j=1

where y; is the output signal of the neuron, x; is the input signal, w;; are the weighting
coefficients, b; is the offset, and o is the activation function.
The Dropout layer with probability of 0.1 is used to prevent overfitting [19]:

hP =hy-d;, (5)
where h; is the output of the neuron, d; is a random variable which takes the value 0
with probability p and 1 with probability 1-p.
The output layer is a fully connected dense layer with a single neuron and sigmoid
activation. The model will be compiled using the Adam optimizer [19]:
01 =0 —Mm- Ve (6y), (6)
where 6 are the model parameters, n is the learning rate, and VyJ(6,) is the gradient
of the loss function.
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Fig. 1. Custom VGG16 based model diagram.
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For the loss function, the binary cross entropy will be used [19]:

N
L =_%Z[yi log §; + (L~ ;) log (L~ §i)] Q)

i=1
where y; are the true labels, y; are the predicted probabilities.

The diagram of custom model is provided in Fig. 1. The model will then be
trained on the data described in previous section for 10 epochs with a batch size of 32
and a test split of 0.3.

Experimental results. To determine the efficiency of our model we created a
similar model from zero. The baseline model has similar layer structure and require
about the same computational power.

Confusion matrix figures presented in Table 1 show that the custom model
demonstrates symmetrical performance for both classes.

Table. 1. Comparison of confusion matrices

Custom model

Baseline model

Predicted negative

Predicted positive

Predicted negative

Predicted positive

Real negative

4008

92

3882

218

Real positive

152

3848

336

3664

The errors are distributed almost equally between the classes, indicating that the
model does not favor one class over the other. Custom model has a noticeably lower
number of classification errors, especially for negative (real image) class, indicating
better performance so far.

The precision of the custom model of 0.96 to 0.98 indicates a low rate of false
positives. Recall of 0.96 to 0.98 indicates a low rate of missed positive cases. F1-score
of 0.97 means that the model is balanced between false positives and negatives. The
overall accuracy of the custom model is 97% as shown in Table 2. The custom model
is again shown to be more consistent and has higher precision and recall value, while
baseline model has a lower overall accuracy of 93%.

Table. 2. Comparison of classification reports.

Custom model Baseline model
Positive | Negative | Positive | Negative
Precision 0.96 0.98 0.92 0.94
Recall 0.98 0.96 0.94 0.92
F1-score 0.97 0.97 0.93 0.93
Accuracy 0.97 0.93

The ROC curve of the custom model, shown in Fig. 2a, indicates high sensitivity
and specificity. AUC of 1.00 indicates that the model has an almost perfect ability to
distinguish between classes. Baseline model, while having shown decent results, has
lower AOC value as shown in Fig. 2b.
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Fig. 3. Accuracy and loss graphs for custom (a, b) and baseline (c, d) models:



Fig. 3a shows that for custom model the accuracy on the training set reaches
almost 99%. However, on the validation set, the accuracy only reaches 96...97%. This
indicates a slight overfitting.

Looking at Fig. 3b, we can see that losses on the training set decreased signifi-
cantly during the first few epochs and remained low. The losses on the validation set
were decreasing for the first 6 epochs but started fluctuating after. This is confirmation
of a slight overfitting.

Baseline model has lower accuracy on both training and validation data, and while
having smoother curves as seen in Fig. 3c, d, also shows signs of slight overfitting.

CONCLUSIONS

In this study, a transfer learning approach was applied to create a solution for
synthesized image recognition. The use of VGG16 pre-trained architecture allowed us
to create a custom model that demonstrates high accuracy. Comparisons with a base-
line model, developed from scratch, showed clear advantages of the custom model in
accuracy, F1 score, and the ROC curve, indicating its ability to effectively recognize
real and synthesized images with low false positive rates.

The custom model achieved an accuracy of 97% for both classes, indicating its
ability to correctly classify most images. It demonstrated a rather symmetrical perfor-
mance for both classes, which ensures its reliability in different conditions. The AUC
of 1.00 confirmed that the model distinguishes classes almost perfectly at different
decision thresholds.

However, some shortcomings were found as well. The analysis of the training
graphs indicates slight overfitting. The accuracy of the model when using the training
data is slightly higher than the accuracy when using the validation data. While the dif-
ference of only 2% is acceptable, it still leads to a decrease in the ability of the model
to generalize new examples.

These findings indicate new prospects for future research. Using regularization
techniques, such as more aggressive dropout or L2 regularization, can help to reduce
the risk of overfitting and increase the generalizability of the model. Consideration of
other more powerful architectures such as ResNet50 [20] or EfficientNet [21] can
further improve model accuracy and reliability. It is also worth trying co-training,
where several models are used simultaneously, each specializing in different aspects of
the images, which can be especially useful in our case.
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