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This paper presents a new approach to recognizing synthesized images using transfer learning, 

specifically the VGG16 model. With the growing prevalence of AI-generated content on social 

media and the increasing use of synthesized images for fraudulent purposes, the ability to 

accurately distinguish between real and synthesized images is of utmost importance. The study 

addresses the limitations of existing image recognition technologies, which often have difficul-

ty when working with high-quality images created by AI. The proposed method uses a custom-

made dataset of more than 200 000 images, balanced between AI-generated and real images of 

several classes, to train the model. By fine-tuning the VGG16 model and unfreezing all layers, 

this approach achieves great accuracy. Experimental results show that the model achieves an 

overall accuracy of 97%, compared to 93% accuracy of baseline model, indicating its effecti-

veness in distinguishing between real and synthesized images. However, shortcomings such as 

slight overfitting are noted, and suggestions for future improvement include regularization tech-

niques and exploring more advanced architectures and techniques. This research highlights the 

potential of transfer learning in developing robust solutions for synthesized image recognition. 

Keywords: deep learning, image classification, fraud detection, synthesized image recognition, 

transfer learning, VGG16, AI-generated content. 
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Запропоновано новий підхід до розпізнавання синтезованих зображень за допомогою 

трансферного навчання, зокрема, моделі VGG16 з глибокою архітектурою, яка добре 

зарекомендувала себе в задачах класифікації зображень. З поширенням контенту, ство-

реного штучним інтелектом у соціальних мережах, виникає потреба у вдосконалених 

методах розпізнавання. Синтезовані зображення використовують не лише для творчих 

або розважальних цілей, але нерідко вони стають інструментом для шахрайства та поши-

рення дезінформації. Це створює серйозні виклики для технологій безпеки та контролю 

інформації. Звернено увагу на обмеження існуючих технологій розпізнавання зображень, 

які часто стикаються з труднощами під час роботи з високоякісними синтезованими зо-

браженнями. Сучасні генеративні моделі, зокрема генеративні змагальні мережі та пере-

творювачі, здатні створювати надзвичайно реалістичні зображення, через що розпізнати 

їх від реальних складно. Багато традиційних моделей класифікації не враховують специ-

фіку синтезованих зображень, що обмежує їхню ефективність. Запропонований метод 

використовує спеціально створений набір даних, який охоплює понад 200 000 реальних 

зображень та зображень, синтезованих штучним інтелектом таких поширених класів, як 

тварини, транспортні засоби, рослини, люди, будівлі тощо. Це дає можливість моделі 

навчатися на різноманітних даних та уникати дисбалансу. Важливим аспектом цього під-

ходу є застосування трансферного навчання, яке уможливлює використання заздалегідь 

натренованих моделей для розв’язання нових задач. Налаштувавши модель VGG16 та 

розблокувавши всі її шари, можна досягти високих точності (97%) та продуктивності.  

Це помітно перевищує показники базової моделі, точність якої  93%. Одна з основних 

проблем – незначне перенавчання моделі на навчальному наборі даних, що може свідчити 

про потребу в додаткових методах регуляризації. У подальших дослідженнях доцільно  
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вивчити складніші архітектури глибокого навчання або використовувати ансамблеве 

навчання для поліпшення результатів. Виконане дослідження підкреслює значний потен-

ціал технологій трансферного навчання у розробці надійних рішень для задачі розпізна-

вання синтезованих зображень. 

Ключові слова: глибоке навчання, класифікація зображень, виявлення шахрайства, роз-

пізнавання синтезованих зображень, трансферне навчання, модель VGG16, синтезова-

ний штучним інтелектом контент. 

Introduction. With the growing influence of social media and increasing use of 

synthesized images for deception and fraud, there is a need to develop an effective 

synthesized image recognition system. Social media has become a platform for the 

dissemination of synthesized images used for fraud, disinformation and other negative 

practices. The lack of reliable mechanisms for recognizing synthesized images jeopar-

dizes the security and reliability of information in the online environment. 

The problem of recognizing synthesized images is an urgent scientific issue. Exis-

ting technologies for recognizing fake images have certain limitations which affect 

their effectiveness. For example, machine learning algorithms often have difficulty in 

recognizing high-quality synthesized images created using technologies based on gene-

rative adversarial networks. Existing solutions are often not easily accessible to the 

common user due to their complexity and high cost. Due to the rapid development of 

AI, simpler and more affordable solutions quickly become obsolete. 

Existing solutions. Reviewing current state of the problem of recognition of syn-

thesized images, first we will consider the known methods of image synthesis [1], then 

go over the most prominent solutions that combat the threat. 

Generative adversarial networks are one of the most widely used image generation 

techniques [2]. This architecture includes a generator and a discriminator that compete: 

the generator tries to create realistic images, while the discriminator determines 

whether an image is real or synthesized. 

Variational autoencoders are another popular image generation technique [3]. 

They are based on the concept of the variational Bayesian approach and learn to model 

a distribution in a vector space. 

Deep neural networks, in particular convolutional neural networks, are often used 

for image generation [4]. These networks can learn hierarchical features and relation-

ships. Transformer-based models, such as GPT (Generative Pre-trained Transformer), 

have become popular for text and image generation [5]. They utilize attention mecha-

nisms to process context efficiently. 

Stylization using neural style transfer is a technique that uses neural networks to 

transfer the artistic style of one image to another [6]. It allows creation of unique and 

artistically designed images by changing their characteristics under the influence of a 

known artistic style. 

Deep neural networks are one of the best choices for synthesized image recogni-

tion [7]. Models can be trained based on various characteristics such as texture 

features, object structure, and pixel statistics. Another approach is artifact analysis [8]. 

It consists of recognizing artifacts and anomalies in pixel distribution which are speci-

fic for certain synthesis methods. 

File metadata may indicate image processing or synthesis [9]. This approach is to 

check information about the device on which the image was captured, as well as other 

parameters. Analyzing anomalies in the frequency space and recognizing unusual cha-

racteristics in the frequency properties of an image can help in spotting synthesis [10]. 

Detection of inconsistencies in the interaction of objects by analyzing the context 

of an image and the relative position of objects can identify mismatch in the context of 

the scene [11]. Use of pre-trained models to recognize synthesized images is another 

option [12]. 
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Use of pre-trained VGG16 model. Convolutional neural networks are the main 

tool for image analysis in modern machine learning [13]. They consist of convolutio-

nal, subsampling, and fully connected layers which allow for automatic feature extrac-

tion at different levels of abstraction. Main advantages of convolutional neural net-

works are the ability to automatically learn to extract important features from images 

and recognize objects regardless of their size, position, or orientation. 

Transfer learning is one of the key methods in modern machine learning that 

allows us to adapt already trained models for new tasks [14]. It significantly increases 

the efficiency and productivity of model development. Pre-trained models have already 

undergone lengthy and computationally expensive training on large datasets. Using 

these models as a basis, we can quickly adapt them to our specific tasks without having 

to train from square one. The amount of data required is also smaller. 

For us, transfer learning is the optimal choice due to the efficient use of limited 

time and computing resources, and higher accuracy compared to solutions built from zero. 

The VGG16, developed by researchers at the University of Oxford, is one of the 

most popular models for image classification [15]. It has 16 feedback layers, including 

13 convolutional layers and 3 fully connected layers. 

The VGG16 model was chosen in favour of its simple architecture, which provi-

des high accuracy. It is easy to modify and customize and is well suited for the task at 

hand. This model is widely used in academic and industrial research, ensuring decent 

documentation and support. 

Custom model for synthesized image recognition. To train this model, we 

decided to create a custom dataset that would include a wide range of images. A total 

of 200428 images were collected. Half of them were sampled from the DiffusionDB 

dataset from Kaggle [16]. The second half, real images, were collected from Open 

Images [17]. These real-world images were carefully selected to be of 10 different 

classes: animals, vehicles, plants, people, buildings, clothing, food, tools, furniture, and 

sports equipment. 

Images were preprocessed by resizing them to 224 by 224 pixels and normalizing 

RGB values. 

This approach to building the dataset was chosen to ensure that the model could 

generalize well and work with new, unfamiliar data in real-world conditions. 

A prototype neural network was built based on a pre-trained VGG16 model. 

First, we discarded the top classification layers. We unfroze the weights of all 

layers of VGG16. This way we will improve the speed and accuracy of training, by 

using the initial weight values, reducing the number of additional layers we would need 

to add. 

Among these, 13 layers are convolutional [18]. The main operation in these layers 

is convolution, which is defined as follows [19]: 

 ( )( ) ( ) ( )f g t f g t d




       . (1) 

For digital images, this translates into a discrete convolution [19]: 

 ( )( , ) ( , ) ( , )
k k

m k n k

f g i j f m n g i m j n
 

     , (2) 

where f is the input image, g is the filter (convolution kernel), and (i, j) are the pixel 

coordinates. 

Remaining layers are max pooling layers [18]. These layers reduce the size of 

spatial features while preserving important information [19]: 
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  ,( , ) max : ( , ) ( , )m nP i j x m n R i j  , (3) 

where ( , )R i j  is the input region corresponding to the output pixel ( , )i j . 

After the base model, we added 4 custom layers [18]. Flatten layer converts the 

multidimensional output of the base model into a one-dimensional vector. Then a fully 

connected dense layer with 16 neurons and ReLU activation adds nonlinearity. This 

can be described as follows [19]: 

 
1

N

i ij j i
j

y w x b


 
   
 
 
 , (4) 

where yi is the output signal of the neuron, xj is the input signal, wij are the weighting 

coefficients, bi is the offset, and  is the activation function. 

The Dropout layer with probability of 0.1 is used to prevent overfitting [19]: 

 
drop

i iih h d  , (5) 

where hi is the output of the neuron, di is a random variable which takes the value 0 

with probability p and 1 with probability 1–p. 

The output layer is a fully connected dense layer with a single neuron and sigmoid 

activation. The model will be compiled using the Adam optimizer [19]: 

 1 ( )t t tJ       , (6) 

where  are the model parameters,  is the learning rate, and ( )tJ   is the gradient 

of the loss function. 

 

Fig. 1. Custom VGG16 based model diagram. 
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For the loss function, the binary cross entropy will be used [19]: 

 
1

1
ˆ ˆ[ log (1 ) log(1 )]

N

i i i i
i

L y y y y
N 

     , (7) 

where yi are the true labels, ˆiy  are the predicted probabilities. 

The diagram of custom model is provided in Fig. 1. The model will then be 

trained on the data described in previous section for 10 epochs with a batch size of 32 

and a test split of 0.3. 

Experimental results. To determine the efficiency of our model we created a 

similar model from zero. The baseline model has similar layer structure and require 

about the same computational power. 

Confusion matrix figures presented in Table 1 show that the custom model 

demonstrates symmetrical performance for both classes.  

Table. 1. Comparison of confusion matrices 

 Custom model Baseline model 

Predicted negative Predicted positive Predicted negative Predicted positive 

Real negative 4008 92 3882 218 

Real positive 152 3848 336 3664 

 

The errors are distributed almost equally between the classes, indicating that the 

model does not favor one class over the other. Custom model has a noticeably lower 

number of classification errors, especially for negative (real image) class, indicating 

better performance so far. 

The precision of the custom model of 0.96 to 0.98 indicates a low rate of false 

positives. Recall of 0.96 to 0.98 indicates a low rate of missed positive cases. F1-score 

of 0.97 means that the model is balanced between false positives and negatives. The 

overall accuracy of the custom model is 97% as shown in Table 2. The custom model 

is again shown to be more consistent and has higher precision and recall value, while 

baseline model has a lower overall accuracy of 93%. 

Table. 2. Comparison of classification reports. 

 Custom model Baseline model 

Positive Negative Positive Negative 

Precision 0.96 0.98 0.92 0.94 

Recall 0.98 0.96 0.94 0.92 

F1-score 0.97 0.97 0.93 0.93 

Accuracy 0.97 0.93 

 

The ROC curve of the custom model, shown in Fig. 2a, indicates high sensitivity 

and specificity. AUC of 1.00 indicates that the model has an almost perfect ability to 

distinguish between classes. Baseline model, while having shown decent results, has 

lower AOC value as shown in Fig. 2b. 
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Fig. 2. ROC curve  

of custom model (a)  

and baseline model (b). 

 

 

 
Fig. 3. Accuracy and loss graphs for custom (a, b) and baseline (c, d) models:  

1 – Train, 2 – Validation. 
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Fig. 3a shows that for custom model the accuracy on the training set reaches 

almost 99%. However, on the validation set, the accuracy only reaches 96...97%. This 

indicates a slight overfitting. 

Looking at Fig. 3b, we can see that losses on the training set decreased signifi-

cantly during the first few epochs and remained low. The losses on the validation set 

were decreasing for the first 6 epochs but started fluctuating after. This is confirmation 

of a slight overfitting.  

Baseline model has lower accuracy on both training and validation data, and while 

having smoother curves as seen in Fig. 3c, d, also shows signs of slight overfitting. 

CONCLUSIONS 

In this study, a transfer learning approach was applied to create a solution for 

synthesized image recognition. The use of VGG16 pre-trained architecture allowed us 

to create a custom model that demonstrates high accuracy. Comparisons with a base-

line model, developed from scratch, showed clear advantages of the custom model in 

accuracy, F1 score, and the ROC curve, indicating its ability to effectively recognize 

real and synthesized images with low false positive rates. 

The custom model achieved an accuracy of 97% for both classes, indicating its 

ability to correctly classify most images. It demonstrated a rather symmetrical perfor-

mance for both classes, which ensures its reliability in different conditions. The AUC 

of 1.00 confirmed that the model distinguishes classes almost perfectly at different 

decision thresholds. 

However, some shortcomings were found as well. The analysis of the training 

graphs indicates slight overfitting. The accuracy of the model when using the training 

data is slightly higher than the accuracy when using the validation data. While the dif-

ference of only 2% is acceptable, it still leads to a decrease in the ability of the model 

to generalize new examples. 

These findings indicate new prospects for future research. Using regularization 

techniques, such as more aggressive dropout or L2 regularization, can help to reduce 

the risk of overfitting and increase the generalizability of the model. Consideration of 

other more powerful architectures such as ResNet50 [20] or EfficientNet [21] can 

further improve model accuracy and reliability. It is also worth trying co-training, 

where several models are used simultaneously, each specializing in different aspects of 

the images, which can be especially useful in our case. 
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